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1 Title (Acronym)

oneM2M System Enhancements to Support Data License Management (DLM)

2 Justification

As oneM2M based IoT platforms are being used in various domains, including
smart city, there is a strong need to support any kinds of open data and various
data policies. If data or data set is protected by one or more rights, the
use of data from others requires a license from the data owner. This means
that oneM2M system needs to provide means to add various data licenses to
its resources containing such data. In addition, proper usage of data lincese,
acknowledgement, and lifetime management (expiration, revoke, etc.) have to
be guaranteeed.

The current oneM2M system does not support any means to acknowledge the
use of data license and manage data based on given data license. Therefore, it
is highly needed to find a mechanism to manage data license within oneM2M
platform.

3 Intended Output

Tick all the appropriate cases



Check Case

X Change request(s) to existing Technical Specification(s)
Change request(s) to existing Technical Reports(s)
New Normative Technical Specifications(s)

b'e New Permanent Technical Reports(s)
New Temporary Technical Reports(s)

4 Impact

4.1 oneM2M Work Items

None

5 Scope

This Work Item will initially focus on the creation of a Technical Report analysing
existing data license schemes and how these licenses are being used in existing data
management platforms to understand essential functions to utilize data license
in a system managing data. Then the TR will retrieve potential requirements
and key features through answering the following questions:

How to indicate different data license to oneM2M data?

How to acknowledge data (typically there should be an acknowledgement
if data is used under a license)?

How to check the fact that data is properly used under a given license?
(for example, checking whether an acknowledgement is properly added to
data with license)

How to provide a link to the original data source?

How to indicate the creator, provider and owner of data

Data license provides possible operations to data, for example, copy, mod-
ify, publish, translate, adapt, and distribute. How to address possible
operations if such data is stored in oneM2M?

How to support various licenses while being agnostic to the license?

How to support and/or interwork with existing digital rights management
(DRM) mechanisms?

The license needs to be accessible before the data is “visible” to a “user”.
How to record a user’s choice to accept/reject the license?

How to indicate more than one license attached?

How to revoke a license?

How to support different lifetime schemes: time, volume, etc. ?

Additional functionality will be identified through use case analysis and investi-
gation of potential mechanisms.

Results of this WI are expected to propose changes for existing TS as CRs.



6 Release

This WID targets Release 5.

7 Schedule and impacted specifications

7.1 New Specifications (if any)

Documeldocument
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Schedule
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* Optional for first versions (i.e. before it will be assigned by the secretariat)

7.2 CRs to existing specifications (if any)

CR
number Approved
Impacted (when Subject of  at Impacted
TS/TR known) the CR plenary#  WGs Comments
TS-0002 CRs to oneM2M TP#49 WG1
TS-0002 require-
ments



CR

number Approved
Impacted (when Subject of  at Impacted
TS/TR known) the CR plenary#  WGs Comments
TS-0001 CRs to oneM2M TP#49 WG2
TS-0001 functional
architec-
ture
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